IPv4 CHEAT SHEET

4 Internet Protocol Version 4
Gokhan Kosem IPv4 Addressing * Binary Structure « Network & Host Portions * Address Classes
S — e Private & Special Addresses * CIDR Basics

IPV4 ADDRESS STRUCTURE NETWORK & HOST PORTIONS

Feature IPwd Example: 192.168.10.25/24
192 . 168 . 10 . 25

@ ~ddress Length 32 Bite | | | | NETWORK e
— .

@ Fomat Dotted Decimal 8 bits 8 bits Bhits | | 8bits ' £ !

e —— — A~ 192 . 168 . 10 . 25

@ octes 4 x 8 Bits - BTS ——— o , |l |

@ Address Space 232 Addresses 24 bits 8 bits
Each octet ranges from: 0 - 255

Prefix Notati CIDR o
(/) ix on /n Bl Bk Subnet Mask = 255.255,255.0
@ Example 192.168.10.25/24 192 168 10 25 11111111, 11111111, 11111111. 00000000

o IL

11000000 . 10101000 . eeedllie . eealieel NETWORK HOST

IPv4 = 32 BITS = 4 ETS
ocT PREFIX LENGTH = NUMBER OF NETWORK BITS

IPV4 ADDRESS CLASSES SPECIAL IPV4 ADDRESSES

Class  First Octet Default Mask Use PRIVATE RANGES (RFC 1918B) e — Fp—
A 1-126* /B (255.0.0.0) Unicast Range e 0.0.8.8 Unspecified Address
> 10.0.0.0 — 18.255,255.255 10.0.0.9/8

B 12B - 191 /16 (255.255.0.0) Unicast 8.8.0.0/0 Default Route
172.16.6.8 - 172.31.255.255 172.16.0.0/12

c 192 - 223 /24 (255.255.255.8)  Unicast 127.8.0.8/8 Loopback
192.168.0.0 - 192.168.255.255 192.168.0.0/16

D 224 - 239 = Multicast 169.254.8.8/16 Link-Local

E 240 - 255 - Reserved PRIVATE NETWORK INTERMET 224.0.8.0/4 Multicast

*127.0.0.0/8 is Loopback {not used for normal Class A unicast]. | 255,255, 255,255 Limited Broadcast
. T 1 0.0.0.10 @
CLASS A N.H.H.H /8 I:.] e

Documentation Ranges (use for examples)

CLASS B N.N.H.H /16 0.2
= o MNAT ROUTER
CLASS C M.M.N.H ;24 D_—'_ 152.8.2.9/24 198.51.180.8/24 203.8.113.0/24
N0,0,0,30
CLASSFUL ADDRESSING IS LEGACY — MODERN NETWORKS USE CIDR PRIVATE IPv4 = NOT GLOBALLY ROUTABLE KNOW SPECIAL ADDRESSES — THEY HAVE UNIGUE PURPOSES
NETWORK, HOST & BROADCAST CIDR BASICS CIDR VISUAL
Example: 192.168.10.25/24 CIDR (Classless Inter-Domain Routing)
HETWORK BT 192.168.10.25/24 10.10.10.10/8 /g | T ‘ HOST
0 255 24 Metwork Bits 8 MNetwork Bits
A .2 .254 NETWORK |
' | | : J: CIDR Subnet Mask Addresses /16 gl
r 1
HOSTS /8 255.0.0.0 16,777,216 )
/16 255.255.0.0 65,536 /24 NETWORK HOST
Natworkifcdrase |, = 13215821880 /24 255.255.255.0 256
Host Range = 192.168.108.1 - 152.168.10.254 /30 255.255.255.252 4 /32 _ NETWORK
Broadcast Address = 192.168.10.255 /32 255.255.255.255 1

/8 — LARGE NETWORK
NETWORK = FIRST » BROADCAST = LAST LONGER PREFIX — SMALLER NETWORK /32 — SINGLE IPv4 ADDRESS

IPV4 ADDRESS ANALYSIS VERIFICATION

Example: 172.16.20.130/26

192.168.10.10/24 192.168.10.50/24 — oy
® IPv4 ADDRESS R e e detac et "
b g : + IP Addresses
SAME NETWORK @ PREFIX @y show ip route + Subnet Masks
192.168.10.0/24 : : ahan s Routes
== p protocols
@ =0 SUBNET MASK ‘ + Neighbors
_________________________________________ 1010 v ) show running-config = Interfaces
o1 NETWORK / HOST BITS
192.168.10.10/24 192.168.20.10/24 L

NETWORK ADDRESS

i KEY CHECK FLOW
a8 HOST RANGE
* Z o]
DIFFERENT NETWORK . BROADCAST ADDRESS Q ¥ 3 0 T ' .7 @ o
POLICY COUNTERS

ROUTING REQUIRED o TRAFFIC  CLASSIFICATION  MARKING

SAME SUBNET — DIRECT COMMUNICATION

AND EACH STEP TO ANALYZE ANY |Pvd SUBNET - - —
DIFFERENT SUBNET — ROUTING REQUIRED UNDERST) TRAFFIC — CLASSIFICATION — MARKING — POLICY — COUNTERS
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