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Network Automation Fundamentals

Automation Basics # Benefits » Common Tasks # Python  Ansible = Push vs Pull = Automation Workflow

Concept

a Automation

{ f > Programmability

Purpose

Execute Network Tasks
Automatically

Control Networks Through
Software

Scripting & Automation Logic

Agentless Automation

Programmatic Communication

Version Control

NETWORK AUTOMATION QUICK FACTS MANUAL vs AUTOMATED NETWORKING WHY NETWORK AUTOMATION?
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Manual networking commonly requires repeating

operations across individual devices.

Automation allows the same workflow to be applied
consistently across many network devices,

Manual Networking Network Automation
Repetitive Tasks Repeatable Workflows
Device-by-Device Multi-Device
Slower at Scale Faster at Scale
Human Error Risk Greater Consistency
Harder to Standardize Standardized Processes

Automation improves speed, scale, consistency
and repeatability, but changes still need testing

and validation.
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COMMON AUTOMATION TASKS COMMON AUTOMATION TOOLS PYTHON IN NETWORK AUTOMATION

NETWORK AUTOMATION
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CONFIGURATION OPERATIONS
# Interfaces e Collect Data
e VLANs * Backups
# Routing e Validation
o Security e Monitoring
e (oS & Compliance
Common use cases include:
e Provisioning e Backup e Validation

o Configuration e Monitoring  Compliance

Tool Main Role
@ Python Scripting & Logic
o Ansible Configuration Automation
o Git Version Control
E Jinja2 Configuration Templates
. APls Pragrammatic Interaction

Structured Data

{ } YAML / JSON

Different tools can be combined into a complete
automation workflow.

Python is commonly used to build automation logic
and interact with devices, controllers and APls.

PYTHON SCRIPT Example:

Read Data for device in devices:
Apply Logic configure (device)
Connect / Call AP| ¥ verify result
Make Changes print("Done”)

Verify Results

Python provides flexibility for custom workflows,
data processing and integration.

Ansible uses inventories and playbooks to automate
tasks across managed systems.

B INVENTORY Example Playbook (YAML):
4' - hosts: routers
B PLAYBOOK tasks:
= name: Configure
l‘ routers
@ ANSIBLE ios_config:
lines:

- hostname R1

sw1

Ansible is commonly described as agentless because
managed network devices generally do not require
an Ansible agent.

Imperative Declarative
Defines Steps Defines Desired State
“How to Do It” “What State Should Exist”

Procedural Workflow State-Oriented Workflow

IMPERATIVE

DECLARATIVE

DESIRED STATE

AUTOMATION

SYSTEM

NETWORK STATE

Automation tools and workflows can use imperative,
declarative or mixed approaches.

RESULT

PUSH MODEL PULL MODEL
AUTOMATION SYSTEM CENTRAL SOURCE
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Push Pull

Managed Node Initiates
Desired State Retrieved

Automation System Initiates
Changes Sent to Targets

Used in Some Management

Common in Network Automation Madels

The exact model depends on the automation platform
and architecture.

AUTOMATION WORKFLOW

Testing and verification are essential parts of network
automation; successful execution does not automatically
mean the network reached the intended state.
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DEFINE DEVELOP DEPLOY VERIFY

(Requirements) (Scripts / Playbooks) I[Lat:-f Slagmg] (Preduction) (Check Results)
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Data, APIls & Automation Workflows

Source of Truth » Structured Data « Templates » APls = Model-Driven Automation » Git # Idempotency » Validation

AUTOMATION BUILDING BLOCKS SOURCE OF TRUTH STRUCTURED DATA
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DATA LOGIC INTERFACE
JSON / YAML Python API / SSH
Templates Ansible NETCONF
Inventory Playbooks RESTCONF
Variables Workflows SDKs

A network automation system combines data,
automation logic and methods for interacting with
netwaork infrastructure.

A source of truth stores autharitative information
used by automation workflows.

- SOURCE OF TRUTH
- Devices
¥ P Addresses
- Interfaces
VLANs
Routing
Desired State
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The source of truth helps keep automation data
centralized and consistent.

Automation commonly represents network information
using structured data formats.

JSON YAML
Common with APls Common with Automation Tools
{} Syntax Indentation-Based

Machine-Friendly Human-Readable

Key / Value Structure Key / Value Structure
JSON Example: YAML Example:
{
"ylan®: 16, wvlan: 18
name: Users

"name": "Users"

}

Structured data makes information easier for
software to parse and process,

CONFIGURATION TEMPLATES APls IN AUTOMATION MODEL-DRIVEN AUTOMATION

Templates separate variable data from reusable
configuration structure.

DATA (Variables) TEMPLATE (Jinja2)

hostname {{ hostname }}

vlan {{ vlan }}

interface {{ intf }}
ip address {{ ip }}

hostname: R1
vlan: 18
ip: 192.168.1.1

_______i_______
GENERATED CONFIGURATION

hostname R1

vlan 19

interface GigabitEthernetd/e
ip address 192.168.1.1

Jinja2 is commonly used for configuration templating
in network automation.

APIs allow automation software to interact
programmatically with devices, controllers and services.

B AUTOMATION APP
(Script / Tool)

REGUEST
(HTTP, JSON, etc.)

& o
(REST API)

RESPONSE
(Data / Status)

- DEVICE / CONTROLLER
—u

Common APl operations include retrieving information,

changing configuration and triggering actions.

. YANG
(Data Model)

DEFINES MODEL
NETCONF RESTCONF
(Operations over SSH) (Operations over HTTP)
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a NETWORK DEVICE

YANG defines structured network data models,

METCONF and RESTCONF can provide programmatic access
to YANG-modeled data.

This enables automation to work with structured data
rather than relying anly on CLI text,

GIT & VERSION CONTROL IDEMPOTENCY VALIDATION & STATE

AUTOMATION CODE
(Scripts, Templates, Playbooks)
O .0

(Repository)

I
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HISTORY DIFF ROLLBACK
(Track Changes) (Compare Versions)  (Previous Version)

Common files stored in Git:
Scripts & Playbooks e Templates e DataFiles

Git can track automation code and provides history,
comparison and the ability to revert to earlier versions.
(Does not automatically roll back live network configuration.)

An idempotent automation operation can be executed

repeatedly without producing unnecessary additional
changes once the desired state is reached.
DESIRED STATE
¥
CHECK CURRENT STATE

¥
Yes No

;— MATCH? —-—;

NO CHANGE UPDATE
(Already Compliant) (Apply Changes)

Example: Ensure VLAN 10 exists

I.es_ VLAN 10 EXISTS? _NID
DONE CREATE VLAN 10

Idempotency is especially useful in state-oriented

Automation should verify that the actual network state
matches the intended state.

INTENDED STATE

1
DEPLOY

¥

ACTUAL STATE

¥
COMPARE

t

Yes MATCH? No

g e

DRIFT
none (REMEDIATE)

Configuration success alone does not guarantee
operational success.

configuration automation.

CLOSED-LOOP AUTOMATION COMPLETE NETWORK AUTOMATION FLOW

INTENT/ . AUTOMATE -= DEPLOY -—» OBSERVE —=  VERIFY

DESIRED STATE P\
: §*|§I*+¢+A+6*O*I§I
:IE — DESIRED STATE? - II:I: SOURCE  STRUCTURED  TEMPLATE/ PYTHOM/ API/METCOMF/ NETWORK VALIDATION ACTUAL
OF TRUTH DATA LOGIC ANSIBLE  RESTCOMF /SSH  DEVICES STATE
DONE CORRECT [JSON [ YAML) (Jinja2, Python)

Closed-loop automation combines deployment with observation,
validation and corrective action.
Not every automation system is closed-loop; this is an advanced automation model.
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