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Software-Defined Networking Fundamentals 

SDN Basics © Control Plane * DataPlane * Management Plane * SDN Controller © Programmability © Architecture 

Concept 

=| Full Name Software-Defined Networking 

@ Main Idea Programmable Network Control 

= Control Logically Centralized 

es Forwarding Network Infrastructure 

G Key Component Controller / Control Platform 

all Goal Automation & Programmability 

SDN = PROGRAMMABLE CONTROL 
OF NETWORK BEHAVIOR 

SDN ARCHITECTURE CONTROL PLANE DATA PLANE 

The data plane, or forwarding plane, forwards traffic APPLICATION LAYER 
Network Applications 

5° alll v 
Business Apps Analytics Security Apps 

NORTHBOUND 
(APIs) 

|| CONTROL LAYER 
aaee,~—C Controller / Platform 

SOUTHBOUND 
(Protocols / Interfaces) 

INFRASTRUCTURE LAYER 
Switches / Routers 

Swi 

SDN CONTROLLER LOGICALLY vs PHYSICALLY CENTRALIZED WHY SDN? 

The controller/control platform provides a programmable 

abstraction and control point for network resources. 

SDN CONTROLLER Controller 
Capabilities: 

& & (2) o © Centralized network view 

Network Topology Policy Abstraction © ® Topology discovery 

Stale ® Policy management 

| | | ® Programmable APIs 

® Automation and 

orchestration 

Swi sw2 SW3 

Sect Route To Your Drecues 

SDN QUICK FACTS TRADITIONAL NETWORKING vs SDN THREE NETWORK PLANES 

TRADITIONAL 

NETWORKING 

APPLICATIONS 
Router 1 

P<] ul & 
Business |TApps Cloud 

CONTROL PLANE Apps Sengces 

DATA PLANE ' ' 
SDN CONTROLLER 

Router 2 ae «(Control Platform) 

>< ae : 
CONTROL PLANE he w GZ 

DATA PLANE mm me 
Control logic is abstracted and can be 

logically centralized through a 
controller/control platform. 

Control functions are commonly 

distributed across network devices, 

The control plane determines how network traffic 

should be forwarded. 

TOPOLOGY / POLICY / ROUTES 

| 
CONTROL PLANE 

(Logic & Decision Making) 

| 
FORWARDING STATE 

(Routing table, flow rules, etc.) 

Examples include: 

® Route Calculation 

® Topology Discovery 

@ Policy Decisions 

LOGICAL VIEW 
One Control System 

ae sar 
Swi 

PHYSICAL VIEW 
Controller Cluster 

CTRL CTRLZ CTRLS 

NETWORK DEVICES 

A controller platform can be physically distributed or 
clustered for scalability and resilience. 

Gokhan Kocem 

NETWORK DEVICE 

| 

' Y ' 
MANAGEMENT CONTROL DATA 

PLANE PLANE PLANE 

Configure Decide Forward 
& Monitor Routes / Policy Traffic 

Plane Main Function 

Management Plane Configure & Monitor 

Control Plane Determines Forwarding Behavior 

Data Plane Forwards Traffic 

according to installed forwarding state. 

PACKET 
(Ingress Interface) 

t 
TABLE LOOKUP 

? Examples include: 

MATCH / DECISION @ MAC Table 

{ e FIB Entries 

OUTPUT / ACTION @ Flow Entries 

(Egress Interface) 

! 
FORWARD 

Traditional Approach SDN Approach 

Device-Centric Software / Policy-Driven 

Device-by-Device 

Changes Common 
Centralized Policy Possible 

CLI Workflows Common API-Based Programmability 

Distributed Device Control —_—_ Logically Centralized Control 

Manual Operations Common  Automation-Friendly 

Key Benefits of SDN: 

@ Programmability 

@ Automation 

@ Abstraction 

iV] Consistency 

@ Faster Service Deployment 
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SDN Interfaces & Network Programmability 
« Northbound APIs * Southbound Interfaces * OpenFlow © Flow Tables * Underlay & Overlay * Intent * Automation 

SDN COMMUNICATION MODEL NORTHBOUND APIs SOUTHBOUND INTERFACES 

APPLICATIONS 

6° al fa 
Business Apps Automation IT Systems 

NORTHBOUND 

(APis, REST, etc.) 

SDN CONTROLLER 
(Control Platform) 

SOUTHBOUND 
(OpenFlow, NETCONF, etc.) 

NETWORK INFRASTRUCTURE 

Routers Switches Other Devices 

OPENFLOW OPENFLOW FLOW ENTRY FLOW-BASED FORWARDING 

Packets are forwarded based on flow table lookups. OpenFlow is a well-known southbound protocol 
historically associated with SDN. 

| SDN CONTROLLER 
te 

OpenFlow 
(Southbound) 

Controller can: OPENFLOW SWITCH 

® Add flow entries FLOW TABLES 

® Modify entries 

® Delete entries | 

® Read statistics DATA PLANE 

(Forwarding) 

UNDERLAY vs OVERLAY INTENT-BASED NETWORKING SDN & NETWORK AUTOMATION 

Underlay/overlay networking is common in modern 
programmable networks, but it is not required for every 
SDN architecture. 

OVERLAY 
(Virtual Network / Tunnels) 

(Tenant A Be) “Tenant B Py Tenant C 
\ (VALAN) 7 \(WXLAN) _/ (GRE) 

Qo -o -@ 
Ri UNDERLAY R3 

(Physical / IP Network} 

Underlay 

Physical / IP Network 

Provides Reachability 

Links, Routers, Switches 

Overlay 

Logical Network 

Built Over Underlay 

Tunnels / Virtual Segments 

Northbound APls expose controller capabilities 

and network abstractions to applications and 

automation systems. 

APPLICATION / AUTOMATION 

fe i & 
Portal Orchestration Analytics ‘(IT Systems 

Northbound API 

(Usually REST) 

Fe] SDN CONTROLLER 

Typical uses: 
e Network state and topology 
@ Policy and intent 

® Service requests 

e Automation and orchestration 

A simplified OpenFlow flow entry structure: 

e.g., src/dst IP, port, VLAN, 

sibel i protocol, etc. 

PRIORITY Defines matching order 

INSTRUCTIONS / = Forward, drop, modify, 
ACTIONS redirect, etc. 

COUNTERS Packets, bytes, duration 

Example Actions: 

» © @ C 
FORWARD DROP MODIFY REDIRECT 

(to port) (packet) (headers) — (to controller) 

Intent-based netwarking uses high-level intent to drive 
network policy and configuration, often leveraging 

SDN and automation. 

INTENT Example: 
(Desired Outcome) 

* "ISOLATE 
POLICY TRANSLATION GUEST USERS" 

(Into Network Rules) ' 

¥ Policy 
NETWORK CONTROL + 

(Policy ee NASTRNTenatninion 

VALIDATION | y 
(Check & Ensure) Verify / Monitor 

Intent-Based Networking and SDN are related concepts, 

but they are not the same thing. 

Southbound interfaces enable communication 

between the controller/control platform and 

network infrastructure. 

Common 
| SDN CONTROLLER Southbound 

Technologies: 
Southbound Interface 
(OpenFlow, NETCONF, etc.)  * OpenFlow 

@ NETCONF 

\ | { © NMI 
P ><) re) &> @ P4Runtime 

@ Vendor-Specific 
Router Switch Switch Interfaces 
(Ri) (SW1) (sW2) 

The exact southbound technology depends on the 

SDN implementation. 

PACKET 
(Ingress Interface) 

' 

FLOW TABLE LOOKUP 

v 

Yes MATCH? No 

APPLY TABLE-MISS 
INSTRUCTIONS (Default Behavior) 

v 

’ APPLY DEFINED 
FORWARD BEHAVIOR 

A table-miss entry defines behavior when no higher- 

priority flow entry matches. 

APPLICATION / AUTOMATION Common Tasks: 

® Provisioning 

{ API ® Policy deployment 

@ Network monitarin 
CONTROLLER / PLATFORM 

® Configuration 

management 
PROGRAMMATIC INTERFACE ® Closed-loop automation 

NETWORK DEVICES Tools & Interfaces: 

@ REST APis 

' @ OpenFlow 

VALIDATION @ NETCONF / RESTCONF 

® gNM 

@ Vendor-specific APIs 

TRADITIONAL NETWORKING vs SDN SDN COMPLETE FLOW 

Aspect Traditional Networking SDN 

— — —— — Seal — —- B-f--2#-@ = 
APPLICATION NORTHBOUND API CONTROLLER SOUTHBOUNDINTERFACE INFRASTRUCTURE FORWARDINGSTATE § TRAFFIC 

(Request) (REST, etc.) (Control Platform) (OpenFlow, NETCONF, etc) (Switches Routers) (Flow tables, configs) (Users / Apps) 

Device Approach = Device-Centric Software / Policy-Driven 

CLI Common APIs Common 

Logically Centralized Contral 

Network-Wide Abstraction 

Configuration 

Control Plane Distributed Across Devices 

Operations Device-Level Operations 

Changes Manual Changes Common = Automation-Friendly 
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