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SUBNETTING QUICK FACTS NETWORK & HOST BITS CIDR & SUBNET MASK 

Concept Rule Example: 192.168.10.70/27 (27 

© IPv4. Address 32 Bits TEETETTT TUTTE, EERE OTL, TP TBOO RS 

7) Ag was — aie 32 BITS ———— NETWORK HOST 

255.255.255.224 

© Host Bits 32 — Prefix NETWORK BITS HOST BITS 
27 5 CIDR Subnet Mask Addresses Host* 

2") Total Addresses 2" L : /24 255.255.255.0 256 254 

© Sh deem |i ie 127 af ' oF /25 295.255.255.128 128 126 

#26 225,.255.255.192 64 62 

4) Network Address First Address {27 255.255.255.224 a2 30 

Host Bits 7¢ /28 = 235.255.255.240 16 14 

@ prosdoan: Aer en ieee Total Addresses = 25 = 32 /29° =: 225.255.255.248 8 6 

Usable Hosts = 30 /30 255.255.255.252 4 2 

/31 255.255.255.254 2 P2P Special Case 

{32 255.255.255.255 i Single Host Route 
PREFIX - HOST BITS + BLOCK SIZE — /27 + 5 HOST BITS + 32 ADDRESSES 

— NETWORK — BROADCAST + 30 TRADITIONAL HOSTS LONGER PREFIX —- FEWER ADDRESSES 

BLOCK SIZE NETWORK, HOST & BROADCAST THE 4-STEP SUBNETTING METHOD 

BLOCK SIZE = 256 — MASK VALUE For: 192.168.10.70/27 ’ Example: 10.10.10.150/26 

Ghatay Slat) = Re ? ee /26 = 255.255.265.192 
Ti hid L | 266 - 192 = 64 

Mask = 255.255.255.224 | 
0 32 64 96 128 7 SPS. Be ; e FIND BLOCK SIZE Ei divine: 

L 1 1 f 1 | ] 150 

t t ' 0 64 128 | 192 256 BLOCK SIZE = 32 ail oa 
© FIND NETWORK | | | | 

NETWORK BROADCAST 

Subnet boundaries: | 
6 Result: 

Network = 192.168.10.64 FIND BROADCAST 32 64 96 128 160 192 224 256 Nee 10.10.10.128 
| | | | | | | | First Host = -192.168.10.65 

First Host 10.10.10. 129 
Last Host = =: 192. 168.10.94 a a , 

/27) (27) (27) aT et f2T feta © HostRANGE | LastHost  10.10.10.190 
Broadcast = 192.168.10.95 L —o Broadcast 10.18.10.191 

/27 NETWORKS INCREASE BY 32 64 < 70 < 96 + NETWORK = 64 

QUICK PREFIX REFERENCE CIDR VISUAL SAME OR DIFFERENT NETWORK? 

LP a a FT ee - 192.168.1.10/24 192.168.1.200/24 

8 NETWORK HOST 
125 128 128 126 128 l 

Alera SAME NETWORK 

126 64 64 62 64 ] 192.168.1.0/24 | 

= 43 32 30 32 ‘6 NETWORK HOST e 

/28 16 16 14 16 DIRECT COMMUNICATION 
Te Sees ce ene nn 

129 8 8 6 /24 NETWORK HOST 192.168.1.10/24 192.168,2.10/24 
4 \ 

Fo rr, O—-@—o 
{32 NETWORK 

* Traditional subnet host calculation. t 
DIFFERENT NETWORKS 

ROUTING REQUIRED 

/8 + LARGE NETWORK 
128 + 64 —- 32 + 16-84 EZBERLE! SAME SUBNET — LOCAL COMMUNICATION 

/32 — SINGLE IPv4 ADDRESS 
DIFFERENT SUBNET — ROUTING REQUIRED 
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SUBNETTING FORMULAS FIND PREFIX FROM REQUIRED HOSTS FIND PREFIX FROM REQUIRED SUBNETS 

Need anv ee fe Start: 192.168.10.0/24 

Need: 4 equal subnets 

Addresses aH Usable 

Host Bits (H} Total (2") oy gy «= Enough? oe 4 192.168.10.0/24 
Traditional Hosts gui? 

5 32 30 x B = 2 bits 1 
Host Bits 32 — Prefix 25 25 

{24 42 = (26 
6 64 62 ww 7 

Equal Subnets 25 f } 

nA 128 126 vd 

68
 
e
o
0
0
 

i /26. 26 26 (26 
New Prefix Original Prefix + 

Berowes Bre Resulting /26 Subnets (Block size = 64) 
Wildeard 255.255.255.255 — @ Host Bits = 6 Subnet Network Address Host Range Broadcast 

Subnet Mask 32 - 6 = /26 1 192.168.10.0 1 - .62 63 

2 192.168.10.64 .65 - .126 1237 

3 192.168.106.128 .129 - .190 191 

eS Bee ee 50 HOSTS — /26 — 62 TRADITIONAL 4 192.168.168.192 .193 = .254 +255 
SUBNETS — BORROW BITS USABLE HOSTS 

BORROW 2 BITS — 4 SUBNETS 

Decimal Binary Example: 192.168.10.70/27 Wildcard = 255.255.255.255 -— Subnet Mask 

128 10000000 IP Address 192.168.10.70 Prefix Subnet Mask Wildcard Mask 

(24 255.255.255.0 0.0.0.255 
192 11000000 Subnet Mask (/27) 255.255.255.224 
Ey quanto (25 255.255.255.128 0.0.0.127 

Last Octet (binary AND) F 0.0. 
240 11110000 tinery (26 255.255.255.122 0.0.0.63 

01000110 70 - IP ri 0.0.31 248 re RT (70) 27 255.255.255.22 0.0.0.3 

BS 11111100 111900000 (224) — MASK /28 255.255.255.240 0.0.0.15 

(29 255.255.255.248 0.0.0.7 

=a sa omporeee net) =i Rn #30 255.255.255.252 0.0.0.3 255 Witt pe ae phe 

Network Address = 192.168.10.64 
128 — 192 + 224 —~ 240 + 248 ~ 252 + 254 — 255 INVERSE OF SUBNET MASK 

IP ADDRESS AND SUBNET MASK — NETWORK 

Given: 192.168.10.0/24 #31 = POINT-TO-POINT LINK Find subnet for: 172.16.5.173/28 

Requirements: S Ss /28 — 255.255.255.240 

LAN A = 100 hosts Allocate Largest = = Block Size = 256 - 240 = 16 

LANE + 50 hosts First 10.8.0.0/31 10.0.0.1 
LANC + 20 hosts V8.0. be 128 144 160 yi 192 

WAN — 2 hosts © No network/broadeast reservation ————— + | +—____ 

"] Both addresses usable ‘4 t " 
173 

Segment = Prefin  ‘Untiie Finis ued Hom Range Broadcast i] Ideal for P2P links NETWORK (.160) BROADCAST (.175) 

LAM AL 100 £25 126 192, 166, 16.0 a- 426 137 

/32 — SINGLE HOST / ROUTE 
LANB 50 £28 62 193.168.100.128 129 - 190 191 Network Address = 172.16.5.160 

LANG 2000 2F BO 190, 788.10.192 18 = 222.223 tJ Tepes First Host = 172.16.5.161 

we S| ee | 3 ae mas Last Host = 172.16.5.174 

© Loopback commonly /32 Broadcast Address = 172.16.5.175 

VLSM — ALLOCATE LARGEST NETWORK FIRST #31 = POINT-TO-POINT « /32 = SINGLE ADDRESS /26 — BLOCK 16 — 160-175 

QUICK PREFIX REFERENCE SUBNETTING DECISION FLOW EXAMPLE SUMMARY 

Prefix Block Size Addresses (2") Hosts (2% - 2) WHAT DO YOU NEED? 
I @) Hosts Needed: 50 hosts 

125 128 128 126 J : /26 — 62 HOSTS? SUBNETS? = — 62 usable hosts 
(26 64 64 62 i i 

FIND HOST BITS BORROW BITS @ Subnets Needed: 4 subnets from /24 
ian = = wd cc — Le i + Borrow 2 bits + /26 + 4 subnets 
{28 16 16 14 4 

PRER (CIDR! 

a pa ; ; oe © Binary AND: 192.168.10.70 & 255.255.255.224 

—e — Network = 192.168.10.64 
f30 4 4 2 ocK SE 

7 @ Wildcard: /27 

t — 255.255.255.224 — 0.0.0.31 

128 + 64432416 +8+4 MEMORIZE! STR 

REQUIREMENT + PREFIX - BLOCK + RANGE PRACTICE — SPEED — ACCURACY 
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