IPcisco.com  GUBNETTING CHEAT SHEET — PART 1

Gokhan Kosem IPv4 Subnetting Fundamentals

= CIDR +« Subnet Masks + Network & Host Bits « Block Size * Network Address ¢ Broadcast + Host Range

SUBNETTING QUICK FACTS NETWORK & HOST BITS CIDR & SUBNET MASK

Concept Rule Example: 192.168.10.70/27 127
@ IPvih Address 32 Bits _”21'21._!‘.'1?1‘.‘11,?1111121119@9&3
@ . LA - e 32 BITS S NETWORK HOST
255.255.255.224
@ Host Bits 32 - Prefix NETWORK BITS HOST BITS
27 5 CIDR Subnet Mask Addresses Host*
@ Total Addresses 2t L : /24 255.255.255.0 256 254
@ T /27 a5 l_ o7 /25  295.255.355.128 128 126
/26  225.255.255.192 64 62
@ Network Address First Address /27  255.255.255.224 a2 30
Host Bits e /28 225.255.255.240 16 14
@ Broadonst s o Total Addresses =25 =32 /29 225.255.255.248 8 6
Usable Hosts = 30 /30 255,255.255.252 4 2
/31 255.255.255.254 2 P2P Special Case
/32  255.255.255.255 i Single Host Route
PREFIX — HOST BITS — BLOCK SIZE — /27 = 5 HOST BITS — 32 ADDRESSES
—= NETWORK - BROADCAST - 30 TRADITIONAL HOSTS

LONGER PREFIX — FEWER ADDRESSES

BLOCK SIZE NETWORK, HOST & BROADCAST THE 4-STEP SUBNETTING METHOD

BLOCK SIZE = 256 — MASK VALUE For: 192.168.10.70/27 ) Example: 10.10.10.150/26
BMICK slag) = < ? T /26 = 255.255.265.192
7T:
e o= l 256 - 192 = 64
Mask = 255.255.255.224 |
0 32 64 96 128 -
.8 n : ! ? FIND BLOCK SIZE S ik
L | L l : I | 150
t ! ' 0 64 128 l 192 256
BLOCK SIZE = 32 o = _
© FIND NETWORK | I | |
NETWORK BROADCAST
Subnet boundaries: .|.
6 Result:
Network = 192.168.10.64 FIND BROADCAST
32 64 95 128 160 192 224 256 T 16.10.10.128
| | | | | | l | First Host = 192.168.10.65
! First Host  10.10.10.129
Last Host = 192.168.10.94 T -
127 J21 427 2T [2T 21 [27 427 O HOSTRANGE |  LastHost  10.10.10.190
Broadcast = 192.168.10.95 L
il Broadcast  10.10.10.191
/27 NETWORKS INCREASE BY 32 64 < 70 < 96 - NETWORK = 64
QUICK PREFIX REFERENCE CIDR VISUAL SAME OR DIFFERENT NETWORK?
E P T AR Y & 192.168.1.10/24 192.168.1.200/24
/8 NETWORK HOST
/25 128 128 126 128 |
N SAME NETWORK
/26 64 64 62 64 : \ 192.168.1.0/24 |
o - 33 30 32 e NETWORK HOST ®
/28 18 16 14 16 DIRECT COMMUNICATION
N
/29 8 8 6 124 NETWORK HOST 192.168.1.10/24 192.168.2.10/24
4 A
F
AR 00— &

/32 NETWORK
* Traditional subnet host calculation. L
DIFFERENT NETWORKS

ROUTING REQUIRED

/8 = LARGE NETWORK
128 + 64 —+ 32 -+ 16 - 8 + 4 EZBERLE! SAME SUBNET - LOCAL COMMUNICATION

/32 — SINGLE IPv4 ADDRESS
DIFFERENT SUBNET — ROUTING REQUIRED
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Gokhan Kosem Subnet Calculations & Advanced Practice
— ——— Required Hosts * Required Subnets *+ Binary * Wildcard Masks + VLSM + /31 & /32 = Worked Examples
SUBNETTING FORMULAS FIND PREFIX FROM REQUIRED HOSTS FIND PREFIX FROM REQUIRED SUBNETS
Need Eaada headl B Start: 192.168.10.0/24
MNeed: 4 equal subnets
Addresses aH Usable
HostBits (H)  Totsd (2 ., ",  Enough? 25 - 4 192.168.10.0/24
Traditional Hosts 2" -2
5 32 30 o B = 2 bits 1
Host Bits 32 - Prefix /25 /25

/24 + 2 = /26

6 64 62 ' 7
Equal Subnets 28 l 1

i 128 126 v

000660

o /26 /26 /26 /26
New Prefix Orniginal Prefix +
Eorouedites Resulting /26 Subnets (Block size = 64)
Wildcard 255.255.255.255 - 'o Host Bits = 6 Subnet Network Address Heost Range Broadcast
Subnet Mask 32 - 6 = /26 1 192.168.10.0 1 - .62 .63

2 192.168.10.64 .65 - .126 B

3 192.168.10.128 .129 - 190 191
O A s R 50 HOSTS — /26 — 62 TRADITIONAL 4 192.168.18.192 .193 - .254 .255
SUBNETS — BORROW BITS USABLE HOSTS

BORROW 2 BITS — 4 SUBNETS

Decimal Binary Example: 192.168.10.70/27 Wildcard = 255.255.255.255 - Subnet Mask
128 10000000 IP Address 192.168.10.70 Prefix Subnet Mask Wildcard Mask
/24 255.255,255.0 0.0.0.255
192 11000000 Subnet Mask (/27) 255.255.255,224
A T A /25 255.255.255.128 0.0.0.127
Last Octet (binary AND) 2 0.0
240 11110000 Winany /26 255.255.255.122 0.0.0.63
019000110 70 - IP 4 .0.9.31
248 Ty A (70) /27 255.255.255.22 0.0.0.3
252 11111100 11100000 (224) +— MASK /28 255,255.255.240 0.0.0.15
/29 255,255,255, 248 0.0.0.7
=S s b vRRorans ot =@ R /30 255.255.255.252 0.0.0.3
255 11111111 e T e

MNetwork Address = 192.168.10.64
128 — 192 — 224 — 240 — 248 — 252 — 254 — 255 INVERSE OF SUBNET MASK
IP ADDRESS AND SUBNET MASK — NETWORK

Given: 192.168.10.0/24 /31 - POINT-TO-POINT LINK Find subnet for: 172.16.5.173/28
Requirements: @ g /28 — 255.255.255.240
LAN A — 100 hosts Allocate Largest = = Block Size = 256 — 240 = 16
LANB — 50 hoots First 10.0.0.0/31 10.8.0.1
LANC — 20 hosts 180,86 128 144 160 I‘IFG 192
WAN - 2 haosts Q Mo network/broadcast resenvation —— 4 | }44
0 Both addresses usable / T "
173
Segrment '::f Profin  Limiiis Hui an:: Host fangs  Brosdoast 9 Ideal for P2P links MNETWORK (.160) BROADCAST {.175)
LAN & 08 25 28 192, 168,100 -4 127
/32 - SINGLE HOST / ROUTE
LANB 50 126 62 192.160.10.128 120 - 190 151 Network Address = 172.16.5.160
LANC 20 /27 30 192.168.10.192 .93 - .222  .223 Q 10N Ryl/0= First Host = 172.16.5.161
Gl I Kl IR s ol g f:.:m wea % Last Host = 172.16.5.174
& Loopback commenly /32 Broadcast Address = 172.16.5.175
VLSM — ALLOCATE LARGEST NETWORK FIRST /31 = POINT-TO-POINT = /32 = SINGLE ADDRESS f28 — BLOCK 16 — 160-175
QUICK PREFIX REFERENCE SUBNETTING DECISION FLOW EXAMPLE SUMMARY
Prefix Block Size Addresses (2') Hosts (2" - 2) WHAT DO YOU NEED?
1 ) Hosts Needed: 50 hosts
/25 128 128 126 f : /26 — 62 !
HOSTS? SUBNETS? — —+ 62 usable hosts
/26 64 &4 62 i I
FIND HOST BITS BORROW BITS (® Subnets Needed: 4 subnets from /24
ks n s i == z\:""” Lt —~ Borrow 2 bits — /26 — 4 subnets
/28 16 16 14 F
PREFIX (CIDR!
x P " " s (® Binary AND: 192.168.10.70 & 255.255.255.224
s — Network = 192.168.10.64
30 4 4 2 oK STE
: () Wildcard: /27
t —+ 255.255.255.224 — 0.0.8.31
128 —~ 64 —+ 32 + 16 - 8 - 4 MEMORIZE! ot ol
REQUIREMENT — PREFIX — BLOCK — RANGE PRACTICE — SPEED — ACCURACY
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